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Introduction	and	Purpose	
 
Vantage Point Security (VP for short) regularly identifies security vulnerabilities in standard 
products. Responsible disclosure of these issues helps address the common goal of 
providing more secure products while reducing the risk to the affected 
vendors’ customers. The goal of this document is to provide a repeatable process for 
addressing vulnerability disclosure in a responsible manner.  
 
Goals of responsible disclosure include:    
 

• Ensure that vulnerabilities can be identified and eliminated effectively and 
efficiently for all parties. 

• Minimize the risk to customers from vulnerabilities that could allow damage to 
their systems. 

• Provide customers with sufficient information for them to evaluate the level of 
security in vendors' products. 

• Provide the security community with the information necessary to develop tools 
and methods for identifying, managing, and reducing the risks of vulnerabilities in 
information technology. 

• Minimize the amount of time and resources required to manage vulnerability 
information.    

• Facilitate long-term research and development of techniques, products, and 
processes for avoiding or mitigating vulnerabilities. 

Phases	of	Vulnerability	Disclosure	

1.	Initial	Notification	
To facilitate the disclosure process, the Vendor needs to be accessible to VP, and VP needs 
to find and use the appropriate communication channels for notifying the Vendor. 
 

• VP attempts to identify the Vendor’s security response email address. If no such 
contact exists or the contact cannot be found, VP tries to establish contact to the 
appropriate person through technical support. The initial email and all subsequent 
emails must be answered by the Vendor within 7 days.  

• VP must use reasonable effort to identify and establish the correct contact. If no 
contact can be identified with reasonable effort and the Vendor consistently fails to 
answer within the 7 days deadline the vulnerability information is released (release 
phase). 

2.	Vulnerability	Validation	
In this phase, the Vendor is expected to either reproduce the vulnerability or determine if 
there is enough evidence for the existence of the vulnerability when it cannot be 
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reproduced. The Vendor should also determine if the vulnerability is already known (and 
possibly resolved) and work with VP to determine if the vulnerability is related to the 
specific environment in which it was discovered (including configuration errors or 
interactions with other products). If the Vendor does not understand the nature, risk, or 
resolution of the vulnerability, then VP should provide the Vendor with resources to help 
explain the vulnerability. 

• VP provides all available information about the vulnerability to the contact 
identified in phase 1. The Vendor is required to acknowledge receipt of the 
information within 7 days. 

• VP allows for a period of up to 30 days for vulnerability validation. The Vendor 
should provide status updates to the VP every 7 days. but may negotiate with VP for 
less frequent updates. 

• If the Vendor cannot validate the vulnerability within 30 days then the Vendor must 
provide VP with specific reasons why the vulnerability cannot be validated in the 
given timespan.  

• If the Vendor is unresponsive, fails to validate the vulnerability within the 30 days 
window without providing reasons, or disagrees with VP's findings, then VP may 
publish the vulnerability. 

3.	Vulnerability	Resolution	
In this phase the vendor must provide a patch, configuration change, or workaround that 
appropriately reduces or eliminates the risk of the vulnerability. 

• VP allows for a period of up to 30 days for fixing and publication of the patch. VP 
may grant time extensions to the Vendor if the Vendor is acting in good faith to 
resolve the vulnerability. The Vendor should provide status updates to the VP every 
7 days. but may negotiate with VP for less frequent updates. 

• VP may publish the vulnerability if the Vendor is unresponsive or uncooperative and 
fails to resolve the issue within the 30 days window without providing reasons. 

4.	Vulnerability	Release	
In this phase VP works with the Vendor to arrange a date after which the vulnerability 
information may be released. The advisory is usually released on the same date that an 
official security patch is made available by the Vendor. Advisory publication includes 
publishing a security advisory on VP's website and posting the advisory to well-known 
security mailing lists such as Full Disclosure and Bugtraq. 
 
VP may decide to withhold some vulnerability details, such as proof-of-concept code, if 
publishing the details would pose an unacceptable threat to the Vendors' customers. 
Whether all or only certain information is released is decided on a case-by-case basis. 

5.	Intellectual	Rights	
Vantage Point reserves all rights on any and all information disclosed within the responsible 
disclosure program. 
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